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M. BRFZFE
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o (MFREHEME ERE IR
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. AHE R AL

> XT Microsoft Z 2 R HRFHFHELZBRDGUITRANZLAE

&fEHA: 2019-05-15

EHAH: 2019-05-15

SRWESA:

Windows 7 for 32-bit Systems Service Pack 1

Windows 7 for x64-based Systems ServicePack 1

Windows Server 2008 for 32-bit Systems Service Pack 2

Windows Server 2008 for 32-bit Systems Service Pack 2 (Server Core installation)
Windows Server 2008 for Itanium-Based Systems Service Pack 2

Windows Server 2008 for x64-based SystemsService Pack 2

Windows Server 2008 for x64-based SystemsService Pack 2 (Server Core installation)
Windows Server 2008 R2 for Itanium-BasedSystems Service Pack 1

Windows Server 2008 R2 for x64-basedSystems Service Pack 1

Windows Server 2008 R2 for x64-basedSystems Service Pack 1 (Server Core installation)
Windows XP SP3 x86

Windows XP SP2 x64

Windows XP Embedded SP3 x86

Windows Server 2003 SP2 x86

Windows Server 2003 SP2 x64

faik:

CNTA-2019-0017

CNVD-2019-14264

20195 B 15 H, EXRERZERBEHEFEE (CNVD) IRT Microsoft IniE RHERSITFEIIHIT
@A (CNVD-2019-14264), WEEFAZERE, AIERENAER MefEt T, Bal, mRETE
FoFF, BESIEHHESEEXRE, MRATEBRHBELHNT .

Microsoft Windows REEMRATRBIIMNERIERS., RTREEEEZEEHMIMN Windows 2000
Server FHAIRMAAIEH,

201955 B 14 H, MM T ABZEEHNT , HPES 7 ImE @MY (RDP) iImf2 B iTiziR.
FEGHITFNRHEEFNBZRRE, MBEMR Windows FHAEEEMEEER, TUEERRS LHITHE
B8, HFZRREEFET RDP MYAIRBMHIGIEMNER, EtREFRLEHITRPRERE, FEHA
A TR B TR R IR B,

CNVD SiZRBRIEEITFRA "B .

<R IR

Y-

T T
Hal, MEEHEAMINTIESIRERE, CNVD ENARPMEIARERIRA:
§&E: https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2019-0708
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§&%Z: https://blogs.technet.microsoft.com/msrc/2019/05/14/prevent-a-worm-by-updating-

remote-desktop-services-cve-2019-0708/

S ERE RS RSBt E e :

1. ZRITERHERS.

2, B ENPKEITRRERS WO TR (BAJ TCP 3389) ,

3. BERMBRIME (NLA) , LF=ERT Windows 7. Windows Server 2008 #1 Windows Server

2008 R2, A NLA [, WEEBCHREFERETAS LMK NITERERSHITEOIIE, A
[&7 gEFI FRLLiRR.

B SEEEE:

$&E: https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2019-0708
$&E: https://blogs.technet.microsoft.com/msrc/2019/05/14/prevent-a-worm-by-updating-

remote-desktop-services-cve-2019-0708/

> Cisco 3" f A Z 25K R

AfHHHE: 2019-05-15

EFTEHE: 2019-05-22

SRNRSR:

Cisco NX-0S Software for UCS 6300 Fabric Interconne

Cisco NX-0S Software for UCS 6300 Fabric Interconne

Cisco NX-OS Software for UCS 6200 Fabric Interconne

Cisco NX-0S Software for UCS 6200 Fabric Interconne

Cisco NX-OS Software for Nexus 7700 Series 8.2

Cisco NX-OS Software for Nexus 7700 Series 8.1

Cisco NX-OS Software for Nexus 7700 Series 8.0

Cisco NX-OS Software for Nexus 7700 Series 7.3

Cisco NX-OS Software for Nexus 7700 Series 7.2

Cisco NX-OS Software for Nexus 7000 Series 8.2

Cisco NX-OS Software for Nexus 7000 Series 8.1

Cisco NX-0S Software for Nexus 7000 Series 8.0

Cisco NX-OS Software for Nexus 7000 Series 7.3

Cisco NX-0S Software for Nexus 7000 Series 7.2

Cisco NX-OS Software for MDS 9700 Series 8.2

Cisco NX-OS Software for MDS 9700 Series 8.1

Cisco NX-OS Software for MDS 9700 Series 7.3
SRINRSR:

Cisco NX-0S Software for UCS 6300 Fabric Interconne

Cisco NX-0S Software for UCS 6200 Fabric Interconne

Cisco NX-OS Software for Nexus 7700 Series 8.2(3)

Cisco NX-OS Software for Nexus 7700 Series 7.3(3)D1
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Cisco NX-OS Software for Nexus 7000 Series 8.2(3)
Cisco NX-OS Software for Nexus 7000 Series 7.3(3)D1
Cisco NX-OS Software for MDS 9700 Series 8.3(1)
Cisco NX-OS Software for MDS 9700 Series 8.1(1a)
ik

BUGTRAQ ID: 108375

CVE(CAN) ID: CVE-2019-1809

Cisco NX-OS Software 2XER#} (Cisco) AEN—ETEERIEIER ORIRIERFTRM.

Cisco NX-OS Software FIBMEERIIEINREFE—NBIR, RITFEESHKIERNANNEEFEREERR
RREREZINLE LR T,

ZimRr L RE RN T BRI F S B RERIGIE. B ERSENRHESH T RESEEKRE
FRENBEIZHMRE L, WEETFALRR, BaEaidh TIE.

SNRLAT Cisco FRmiziTaBimmRY Cisco NX-OS Software higA, NEZItIRREEME:

-MDS 9700 Series Multilayer Directors

-Nexus 7000 Series Switches

-Nexus 7700 Series Switches

-UCS 6200 Series Fabric Interconnects

-UCS 6300 Series Fabric Interconnects

<*3iE: Cisco

§&%: https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190515-
nxos-psvb

*>

i

BT

Cisco

Cisco BEAMEHR T —PRENE (cisco-sa-20190515-nxos-psvb) LARIERANT:
cisco-sa-20190515-nxos-psvb : Cisco NX-OS Software Patch Signature Verification Bypass
Vulnerability

P& https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190515-

nxos-psvb

> Linux Kernel Z<31z & 3 B & ¥

A BEHA: 2019-05-17
BE¥EHEA: 2019-05-21
BRIMRSR:

Linux kernel <= 5.1.2
faik

BUGTRAQ ID: 108380
CVE(CAN) ID: CVE-2018-7191
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Linux kernel 22 Linux E&RARBIIFHRIZIERS Linux FriERRIMIZ,

Linux kernel 41314 R ZBIM AR tun FR G &, £ register netdevice Z 5l A~ & A
dev_get valid_name, XA BEEHEES/FRH dev ZFRAY ioctl (TUNSETIFF) RS
1BEEARSS (NULL 3EEHRRRRS | FRFDESR)

<*3iE: Linux

S
https://git.kernel.org/pub/scm/linux/kernel/git/torvalds/linux.git/commit/?id=0ad646c81b2182f
7fab7ec

*>

BN

BT

Linux

Linux BEALE T — N LEAFLARIERANT:

tun: call dev_get valid_name() before register_netdevice()

S
https://git.kernel.org/pub/scm/linux/kernel/git/torvalds/linux.git/commit/?id=0ad646c81b2182f
7fab7ec

> Symantec Messaging Gateway A<} {2 & it 5 /&

AZ*mBHE: 2019-05-15

EHiERA: 2019-05-21

BRMERR:

Symantec Messaging Gateway < 10.7.0
FERMFRR:

Symantec Messaging Gateway 10.7.0
Hik:

BUGTRAQ ID: 108303

CVE(CAN) ID: CVE-2019-9699

Symantec Messaging Gateway Z£E2R( J#k5e (Symantec) ARIN—ELAREMHTIERE. Z~RES
REDREME. BofEE. SRABTITIEFIEETENFEIEE.

Symantec Messaging Gateway 10.7.0 ZBINRAFE—MERMERE, RIFHEE RS RN EYE.
<*3%i&: Muhammad Nafees

§&E . https://support.symantec.com/en US/article.SYMSA1482.html

=iy

IR T
Symantec
Symantec BEALLAHR T — 1M RERE (SYMSA1482) LANARRNANT:
SYMSA1482: Symantec Messaging Gateway Information Disclosure
§&E: https://support.symantec.com/en US/article.SYMSA1482.html
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